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Privacy and Data Protection Essentials  

 

1.1 Opener 
 

Privacy 

Data 

Personal information 

What does it mean to your organization?  

What does it mean to you?  

Let us show you. 

 

1.2 Objectives 
 

We live in a world full of information, where finding answers to nearly any question is a simple internet 

search, where sharing personal details with strangers on social media is commonplace, and where 

businesses can build detailed profiles about individuals for a variety of purposes.  

But what about those individuals’ privacy? How can information be used and still be protected? 

 

1.3 Introduction 
 

Caleb recently joined a social media site. The profile screen allows users to choose which personal 

details they want to share. Caleb chose not to upload a picture or provide his birthplace, as he prefers to 

keep those private.  

 

Regardless of our background or culture, we all have information about ourselves we want to protect 

and details we want to keep private. Privacy means being able to choose what you share about yourself 

with others. 

 

1.4 Interaction 
 

What you choose to share usually depends on the situation. For example, most people are comfortable 

giving their name to virtual strangers but would be reluctant to give those same people their home 

address. Think about your own views on privacy. What do you believe should be protected, and what 

are you willing to share? 

 

Consider these details about yourself. Who would you be willing to share them with? Anyone? Only 

people you know, like co-workers? Only with close friends and family? Or would you only share them 

when necessary, like with your doctor? Click the answer that corresponds with your views for each type 

of data. 
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Details: Cell phone number, weight, marital status, surgery details, email address, political affiliation 

 

There are no right or wrong answers. What you choose to share and who you share it with are based on 

your own privacy concerns. 

 

1.5 Types of Privacy 
 

When someone mentions privacy, you may think about bodily privacy, territorial privacy, 

communication privacy, or information privacy—also referred to as data protection—which is the focus 

of this unit.  

 

Data protection is concerned with how others collect, use, share and protect personal information.  
 

1.6 What is PI 
 

Personal information, sometimes called personal data, is any information that relates to, or can be used 

to identify, an individual person. This includes the obvious, like a full name, home address, phone 

number, or email address, but also some not-so-obvious items like an IP address, geolocation 

information that reveals where you are, or a screen name. Any information that allows others to 

determine who you are, or relates to you alone, is personal information. Personal does not mean secret; 

the information may even be publicly available.  

 

Determining personal information is not always simple. Consider a person’s height. If a friend refers to a 

person only by their height of 5 feet 6 inches, you would not be able to identify them without more 

information. However, if your friend starts talking about someone who is eight feet three inches tall, it 

would only take a quick internet search to determine who she’s talking about.  
 

1.7 Combining PI 
 

One piece of personal information by itself may not be enough to specifically identify you and may not 

clearly relate to you. Consider the name “James Smith.” It’s one of the most common names in the 

Western world. On its own, this personal information has very low identifiability. Identifiability is 

increased by adding a country, a city and a specific address. 
 

1.8 Reducing Identifiability 
 

One way to implement data protection is to reduce the identifiability of personal information through 

methods such as removing, masking or aggregating information. 

 

Imagine a company has recently developed a product to reduce snoring. Reviews have been positive, 

and the company wants to share customer feedback as part of a marketing campaign.  
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The statement: “This stopped my husband’s snoring completely! I can’t wait to tell my friends about it!” 

– Jeanne LeForge from London, may expose the medical condition of a specific, identifiable individual, 

Jeanne’s husband, which could violate his privacy.  

 

The identifiability of the statement can be reduced by removing a portion of the customer name, 

“Jeanne L. from London”; by masking the name entirely, “A customer in London”; or by aggregating the 

feedback of multiple customers, “9 out of 10 London customers say they would recommend this product 

to a friend or family member.” 
 

1.9 Sensitive Information and Context 
 

Some personal information reveals details that can be used to discriminate against or cause harm to 

others, and people are usually more sensitive about sharing these types of information. These types of 

sensitive personal information belong to special categories under most data protection laws and 

include: 

• Health 

• Genetic 

• Biometric  

• Religious 

• Political affiliations 

• Intimate relations and sexual identification 

 

1.10 Sensitive Information and Context 
 

Personal information may not be sensitive alone but can become sensitive depending on how it’s used 

and what other information it’s combined with. 

 

Imagine you have a list of email addresses. The email addresses are considered personal information, 

but they are not usually considered sensitive. However, if the same list is titled “Subscribers to Diabetic 

Monthly,” the email addresses could be sensitive because they are now associated with medical 

information, which is considered a special category of information. 

 

1.11 Employees 
 

Privacy is about determining who has access to your personal information, whether sensitive or not, and 

how they use it. Knowing what personal information is helps you protect information about yourself.  

 

But why should you as an employee care about other people’s personal information?   
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1.12 Why Should You Care? 
 

Just as you want to control and protect your information, individuals want to control and protect their 

information. With technological advances and the widespread availability of information, it has become 

harder for people to keep information private. They must rely on the organizations that collect and use 

their personal information to help them maintain their privacy. In many countries, organizations have a 

legal obligation to protect personal information and may have to comply with even stricter laws when 

handling sensitive personal information. 

 

Understanding what personal information is allows you to identify what needs to be processed in 

accordance with the law. When individuals know an organization takes privacy seriously, they are more 

likely to trust that organization, which can result in repeat customers, referrals and recommendations, 

and other benefits for the organization. 

 

1.13 Privacy and Security 
 

You may be thinking that data protection is all about security, but there’s more to it than that. Security 

is about keeping information safe: protecting it from being lost or stolen, maintaining its confidentiality 

and integrity, and controlling who has access to it. Data protection includes security, but is also about 

limiting what information is collected, determining how the information will be used and stored, 

considering with whom it can be shared, deciding when it should be archived and ensuring information 

is properly destroyed.  

 

1.14 Data Lifecycle 
 

Data protection considerations address how personal information is collected, used, shared, stored, 

archived and destroyed, which are all part of the data lifecycle.  

 

• Information is collected by an organization and is used for specific purposes 

• While it’s being used, it is stored in a way that allows access 

• Sometimes, it is shared internally with multiple departments or individuals ; it may also be 

shared externally with other organizations 

• Once it is no longer needed, it may need to be archived to comply with regulations or for other 

reasons 

• Eventually, it needs to be destroyed thoroughly and properly  

 

Regardless of whether some of these stages are skipped, or are repeated multiple times, data protection 

needs to be considered from the moment information is collected until it has been destroyed. 
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1.15 Data Protection Principles 
 

There are a number of data protection principles that help organizations take privacy into consideration 

and incorporate data protection into daily practices. These principles may vary by region and can change 

due to new methods of data-gathering and use. There are, however, several principles that are widely 

recognized as forming the basis for all data protection practices. Click the arrow buttons to scroll 

through the principles and learn more about transparency, consent, data minimization, purpose 

limitation, access and security. 

 

Transparency: Transparency means individuals are informed about what personal information is being 

collected and how it will be used, shared and destroyed. Transparency is often found on websites as 

“Privacy Notice” or “Privacy Policy.” 

 

Consent: Sometimes referred to as “choice,” consent is an individual’s decision about whether her 

information can be collected and how it can be used. Requirements for gathering consent may vary 

depending on applicable laws. 

 

Data minimization: Minimizing data use is about collecting and retaining only the information needed to 

carry out a specific purpose or function. Once that information is no longer needed, it should be 

destroyed. 

 

Purpose limitation: Personal information should only be collected with a specific purpose in mind and 

should only be used in ways individuals expect, based on the privacy notice.  

 

Access: Access, or data subject access, is about organizations allowing individuals to view, challenge, 

correct and delete their information. 

 

Security: Security refers to protecting the confidentiality, integrity and availability of personal 

information, as well as limiting who can access it. Through all stages of the data lifecycle, the 

information needs to be protected. 

 

1.16 Principles Interaction 
 

KCF Interactive has incorporated the data protection principles into their website and applications.  

 

Can you match the data protection principle to the action? 
 

Encrypted customer information can only be 

decrypted by employees whose positions 

require access. 

Transparency 
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Customers are only required to enter a name 

and email to register for KCF’s site.  

Purpose Limitation 

KCF informs customers about how their 

personal information will be used. 

Consent 

Customers can contact KCF to request 

corrections or revisions to their account. 

Access 

Customers must agree to the terms of KCF’s 

privacy notice before personal information can 

be collected. 

Data Minimization 

Specific customer information is not 

automatically shared between different apps 

purchased by that customer. 

Security 

 

 

1.17 Factors determining use 
 

In addition to guiding how organizations process personal information, data protection principles 

influence laws, policies and individuals’ expectations. Click on each tab to learn more.  

 

Laws: Data protection laws determine how organizations may process personal information and may 

include stricter guidelines for the use of sensitive personal information. 

 

Policies: Laws and principles guide an organization’s privacy policies and notices. POLICIES are internal 

guidelines that let employees know how they can use the personal information the organization gathers, 

including how information is collected, used and stored, and how and when to destroy personal 

information. NOTICES are provided to outside parties, such as customers, clients or vendors, informing 

them about the personal information the organization gathers, how that information is used, and with 

whom it will be shared. 

 

Expectations: These notices, together with laws, are the basis for individuals’ expectations about how an 

organization will use their information. It is important to only use information in ways individuals expect. 

 

Breaking the law, violating policy or failing to meet individuals' privacy expectations can lead to damage 

to your reputation, loss of sales and significant fines and legal costs  

 

If you think there may be a data security issue, report the situation to your privacy officer right away 

 

TIME MATTERS   
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1.18 Summary 
 

Data protection and personal information play critical roles in an organization’s day-to-day operations. 

Being privacy-conscious helps avoid negative headlines and legal penalties, while maintaining consumer 

trust. Knowing what data protection is, being able to identify personal information, and understanding 

the data protection principles enables you to be a part of protecting consumer privacy.  

 

1.19-1.25 Assessment 
 

1. Which of the following is an example of information privacy? 

a. Restricting who can enter your home 

b. Preventing a website from sharing your name and address with other organizations 

c. Closing your curtains before you change clothes 

d. Checking that an email you are going to send is going to the correct person 

 

2. True or false: Personal information is defined as any information an individual wants to keep private. 

 

3. Which of the following can be classified as sensitive information? Select all that apply. 

 a. Identifying a person as Asian 

 b. Records of an individual’s recent surgery 

 c. An individual’s full name 

 d. An individual’s name on a mailing list titled “Weekly Catholic Prayers” 

 

4. When dealing with a customer’s personal information, at what point do privacy concerns end? 

 a. When the customer orders a product or service 

 b. When the customer receives the product or service 

 c. When the customer stops ordering from the company 

 d. When the customer’s personal information is destroyed 

 

5. Using the drop-down menus, identify the data protection principle reflected in each phase of the call, 

then click submit. 

 Informing a caller that the call may be monitored 

 Including a customer on an email list at her request 

 Encrypting customer files to prevent them from being read without authorization 

  Selections: Notice, Consent, Security 

 

6. Which factors guide how your organization handles personal information? Select all that apply. 

 a. Customer expectations 

 b. The law 

 c. Organizational policies 

d. Whether the information is publicly available 
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1.26 Results Slide 
  

1.27 Congratulations 
 

Congratulations! You have completed the unit. 


